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Supporting documentation, or artifacts, are a 

key element of the Security Authorization 

(C&A) process. Artifacts provide written 

evidence of compliance with requirements 

(aka. Security Controls or IA Controls). 

There are no hard and fast rules in RMF 

regarding the number and content of specific 

artifacts, but there are a number of 

“essentials” that will most likely be in every 

System Owner’s documentation set. NOTE: 

Many of these documents can be developed 

and maintained at an organizational or 

command level (rather than for each specific 

system) and apply to all systems owned by 

that organization. 

10. Information Security Policy. A 

comprehensive policy document should be 

prepared for the system or the owning 

organization, clearly stating the key policies 

that will be implemented and maintained. 

This document should be signed by the 

organizational director or commander. 

9. Acceptable Use Policy. This document 

specifies the “rules of behavior” for system 

users, and should be signed by each user 

prior to being granted system access. The 

AUP should also specify consequences of 

failure to comply. Many organizations 

maintain separate AUP’s for ordinary users 

and privileged users. 

8. Incident Response Plan. This document 

delineates the processes to be followed for 

various types of security incidents, such as 

loss or damage to equipment, unauthorized 

access to information, classified information 

“spillage”, etc. 

7. Contingency Plan. This document (or set 

of documents) specifies the steps to be taken 

in the event normal operation of the system 

is hampered due to natural or man-made 

disaster. 

6. Vulnerability Management Procedures. 

This document provides the process for 

vulnerability and patch management of 

software, to include operating systems, 

databases, applications, etc.  

5. Account Management Procedures. This 

document provides the process for 

establishing user accounts, confirming 

“need to know”, setting privileges and 

removing accounts, as well as periodic 

account reviews. 

4. Audit Procedures. This document 

specifies the process for periodic review of 

audit logs from operating systems, 

databases and applications, archiving and 

retention of audit records, etc. 

3. System Backup Procedures. This 

document specifies the procedures for 

periodic backup of systems and data, 

including offsite transportation, backup 

retention, restoration processes, etc. 

2. Configuration and Change Management 

Procedures. This document (or set of 

documents) provides the processes for 

configuration, change and release 

management, and will typically include a 

Configuration Control Board (CCB) charter 

as well as guidance for change request and 

approval, configuration documentation, 

configuration audit, etc. 

1. “As Built” Documentation. These 

documents provide an accurate picture of 

the current state of the system, and 

normally include complete hardware and 

software inventories, documented 

configuration settings for installed software, 

system and network diagrams data flow and 

accreditation boundary. These are living 

documents that should be meticulously 

maintained in accordance with the 

organizations’ configuration management 

process. 
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